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Abstract. The operating environment and architecture of wireless sensor net-
works pose very unique design challenges and constraints to developers. Each 
node in a wireless sensor network must operate with extremely limited hard-
ware resources yet possess wireless communication capability and support con-
currency and reactive event processing. Also, it should be dynamically recon-
figured at runtime to react to changes in environment and applications. In 
designing a runtime environment for wireless sensor nodes, it is thus essential 
to provide an operating system architecture that can meet these seemingly con-
tradictory design requirements and constraints. In this paper, we present SenOS, 
an efficient and effective finite state machine-based operating system for wire-
less sensor nodes. We show that SenOS can operate in an extremely resource 
constrained sensor node while providing the desired concurrency, reactivity, 
and reconfigurability. 

1 Introduction 

Wireless sensor networks have emerged as one of the key enabling technologies for 
ubiquitous computing since wireless intelligent sensors connected by short range RF 
communication media serve as a smart intermediary between objects and people in a 
ubiquitous computing environment [1]. Unlike conventional computing platforms, 
wireless sensor nodes are characterized by (1) extremely limited resources including 
computing power, memory, and supplied electric power, (2) data centric program-
ming styles that view a sensor network as a distributed computing platform consisting 
of tens of thousands of autonomously cooperating nodes, and (3) a disposable com-
puting platform that does not allow recycling of the network. These characteristics of 
a networked sensor node call for a unique operating system architecture that can not 
only run on an extremely lightweight device with very low power consumption but 
can also support dynamic reconfigurability to cope with changing environments and 
applications. Such an operating system should also possess concurrent and asynchro-
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nous event handling capabilities and support distributed, data-centric programming 
models with the aid of middleware. It seems almost impossible to design and imple-
ment an operating system to meet such seemingly contradictory requirements. 
 
Fortunately, networked sensor node applications are naturally well suited for a state 
machine based computing model in that a program sequences a series of actions or 
handles input events differently depending on the mode of the program. State machine 
based software modeling offers a number of benefits: (1) it enables designers to easily 
capture a design model and automatically synthesize runtime code through_widely 
available code generation tools; (2) it allows for controlled concurrency and reactivity 
that are needed to handle input events; and (3) it enables a runtime system to effi-
ciently stop and resume a program since the states of a state machine, which are to be 
store and restored during preemption, are clearly defined. Consequently, a state ma-
chine based program can be transformed into very compact and efficient executable 
code when implemented. 
 
In this paper, we exploit a finite state machine based execution model to design an 
ideal operating system for a networked sensor node and present the end result we 
name SenOS. It is designed to meet the constraints in code size and power consump-
tion while providing the desired concurrency, reactivity, and runtime reconfigurabil-
ity. In the remainder of the paper, we present the architecture of SenOS and show how 
the desired capabilities are realized by SenOS. 

2 FSM-driven Program Execution Environment 

A finite state machine is a mathematical model of a system, with discrete inputs and 
outputs.  It can be in any one of a finite number of internal states where a state de-
notes its input history from the initial state. More formally, a finite state machine is 
described by (1) a finite set of states, (2) a finite set of inputs, (3) a finite set of out-
puts, (4) a state transition function mapping states and inputs to next states, (5) an 
output function mapping states and inputs to outputs, and (6) an initial state. This de-
scribes a Mealy machine where the outputs are a function of both a current state and 
an input, as opposed to a Moore machine where the outputs are a function of only a 
state [3]. 
 
When our finite state machine is implemented, a valid input (or event) triggers a state 
transition and output generation, which moves the machine from the current state to 
another state. Such a state transition takes place instantaneously and an output func-
tion associated with the state transition is invoked. Using this execution mechanism, a 
finite state machine sequences a series of actions or handles input events differently 
depending on the state of the machine. 
 
To implement a finite state machine, we need four components: (1) a state sequencer 
that accepts an input from an event queue, (2) an event queue that stores inputs in a 
FIFO order, (3) a callback function library that contains output functions, and (4) a 
state transition table that defines each__valid state transition and its associated call-

 



back function. Each callback function should satisfy the “run-to-completion” seman-
tics to maintain the instantaneous state transition semantics. 
 
Many embedded real-time systems are naturally amenable to the finite state machine 
model and so are networked sensor applications. There exist quite a few CASE tools 
that help designers capture state machine based system models and automatically syn-
thesize executable code for them. UML-RT is one such tool widely used in the em-
bedded systems industry [4]. SenOS application programmers can take advantage of 
these tools for developing networked sensor applications. 

3 State-driven OS Architecture 

The SenOS kernel architecture is based on the finite state machine model. It is com-
prised of three components: (1) the Kernel consisting of a state sequencer and an 
event queue, (2) a state transition table, and (3) a callback library. Fig. 1 pictorially 
depicts the SenOS kernel. The Kernel continuously checks the event queue for event 
arrivals; if there are one or more inputs in the queue, it takes the first one out of the 
queue and triggers a state transition if the input is valid. It then invokes an output 
function associated with the state transition. To do so, the Kernel keeps track of the 
state of the machine and guards the execution of a callback function with a mutex that 
can guarantee the run-to-completion semantics. 
 
The call back library provides a set of built-in functions for application programmers, 
thus determining the capability of a sensor node. The Kernel and callback library 
should be statically built and stored in the flash ROM of a sensor node whereas the 
state transition table can be reloaded or modified at runtime. The SenOS can host 
multiple applications by means of multiple co-existing state transition tables and pro-
vide concurrency among applications by switching state transition tables. Note that 
each state transition table defines an application. During preemption, the Kernel saves 
the present state of the current application, restores the state of the next application, 
and changes the current state transition table. 
 
The SenOS architecture also contains a runtime monitor that serves as a dynamic ap-
plication loader. As shown in Fig. 1, it contains an interrupt filter that is in fact a ge-
neric interrupt service handler invoked upon every external interrupt. When the Se-
nOS receives an application reload message via an interrupt from a communication 
adapter, the Monitor puts the Kernel into a safe state, stops the Kernel, and reloads a 
new state transition table. Note that the Monitor is allowed to interrupt the Kernel 
anytime unless it is in state transition. Since state transition is guarded by a mutex, the 
safety of a finite state machine is not compromised by such an interruption. 
 
It is obvious that SenOS provides the desired concurrency, synchronization, reactiv-
ity, and runtime reconfigurability. 

 



 
Fig. 1. SenOS Kernel Architecture and its Components. 

 
 

4 Conclusion 

We have presented SenOS, a state machine based operating system for a networked 
sensor node. It consists of the Kernel, Monitor, and replaceable state transition tables 
and call back libraries. Programmers can easily write a SenOS application and derive 
executable code using a SenOS design tool and load the executable code at runtime 
using the Monitor as an agent. SenOS offers a number of benefits. Its implementation 
is very compact and efficient since it is based on a state machine model. Also, it sup-
ports dynamic node reconfigurabillity in a very effective manner using replaceable 
state transition tables and callback libraries. These benefits render SenOS ideal for a 
networked sensor node. Currently, the implementation of SenOS and associated tools 
are underway and the result looks promising. 
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